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Yunwugnipjwu huptwtuwwn dbfuwuhqd B Wu hwdwuwnmhwgunud E,
nnp wnyjwubph hwuwubhnpjwu U npwug dywlydwu nGpwlwwnmwnub-
np hGunnwguw)nd sywpnnwuwu htippki| hptiug dwutiwygnieniup wnyjw
ghpdnnnupjwup Ywd nbinh niubigwd hwnnpnwlygniejwun:

Yhptingpnhp gwulwgwd nhunwynpjw) swup £ wndyuiutiph, hwybywséut-
nh Ywd wy wynhdubiph Ynnnwnunh, pwgwhwyndwt, ubuquihnfudwu Ywd
nsuswgdwt bwwwnwyny' gwught, pYwiht hwdwlwpght Ywd pquwiht uwp-
phu swpnnujwd hwuwubhniejwu dhongny: “hptingpnnhh wpryntupnid Juwu
Ypwd wuhwwnp, ugdwytipynyeniup Yud Yunwywpniejnup Yngynid £ «Yh-
ptingnh»:

Uokiup, np «gnhh» qqugnnnejniup hwdwynwd £ wuhwwht Yhpbingpnhh
htwbwupn wwwbwnwd Juwuh, wuhwpdwpnygjuu Ywd hngbpwuwlwu
dupjwdniejwt wpryntupnid, pwyg ny Gpptip gpnhp hpwwuwgdwu pupwg-
pnu:

LY. 4. Yppbingpnhubp wnbntluwnywywu hwdwwpgbph bW wuhwwnubp nbd:
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Lwdwwpgswiht nwpwnpowund dGnuwplywwnhpwywu gnpdniubinyegjw
dtid dwup, nwnignwip, hnwywp wofuwwnwupp, pwulwihu gnpdwnnypubnp
W wyiu, wbnph Gu niubunw wngwtg' pwjwlwuwswih hwpdwpwytn b dwwn-
stih wwydwuubpnud: WunwdGuwjuhy, wjuwhuh pwjuugywsd YGuuwagnn-
dntubinueyntut hp pninp hwpdwpnigynwuutiph htivn dYntin nipe ywwugqubp £
ubpYwywgunwd. hwpbiputipp, yhpnwubipp b Yhpbphwugwgnpdubipp Ywpnn bu'
pwgwhuw)jwnbi| gqununuwpwnbip b oginwgnpdtip npwup,
wngwug Ynnnuunbip gnidwputp,

(nnbub hwnnpnwygnyeniuutp,

nsuswgub) wndtipwynp nyjwubin,

wuulwwn Yepwny Ytpwhulyb) hwdwywngbipp b ywwnbbub) ndjwiubpp,
hwuwubihnieynwu dtinp pliptiiny wuhwwwlywu Ywd dtnuwpyniejwu

= =4 =4 =4 - -

hwdwYwpghsubipht, qunuuwagpt] npwug wwpniiwynyeniup L
thpyught wwhwugb)' nyjwiubph hwuwubihnyeyniup Yepwywugqubne
hwdwp:

Uuhwwn dwpnwug hwdwp udwu Yhptingpnhubipp Ywpnn Gu upwuwybg
wnyjwiubiph ubthwlywuniejwu W qunuuhnyejwu Ynpniuwn, dhusnbin dtntiwp-
Ynieynwuutiph b Yuwnwywpniejnwuubiph hwdwp npwup Yunpnn Gu hwugbgub
fuwthwunwdubiph, upYwuh2h Ynpunh b wuwnwugquw)hu |nipg uwuubiph:

Lwpbipnigjwt wnwohu npulnpnwiutipp uywunybight ARPANET hwdw-
gwugh uwntindnidihg htinin' 1969-1970-wywu pYwlwuubphtu b nwpdwu unp
dowlnyp' unp dhowdwypnid: Cun npnd «hwpbip» pwnt wju dwdwuwy sni-
ubp pwgwuwlwu bpwug, wy' ubplujwugund Ep Jwpnluwug, ndpbip hb-
wnwppppwuhpniginiuhg npnpdwd’ inpdnd Ehu pugwhwnt) pdwhtu hwdw-
Ywpgbiph Yugdwybpwynwip b Swpunwpwwbwngeniup' b gnyg nubing ubihw-
Ywu huwppubpp W upnnnygyniuubipp' wdbulptu tywwnwy sniubuwiny Juwu
wwwnbwnb:

Muwyhuinwugh Gnpwjputiph Ynndhg 1986 pywlwuht unbindjwd Brain
yhpnwp wwpquwtiu gnyg Ep viwihu hpbiug wunwitbpp:

Unwyb| hwjnuph hwpbpubphg dayp' “uhu Uhwnupyp, 1995 pulwuhu
dppwywybg wdbphljwu Yunwjwpnyejwu Ynndhg' hbnwiunuwihu guugk-
nh wqnwuwuwiht hwdwlwpgh hGnwgnundwtu W npwugnd hwugwynp dh-
swdnnyejwu hwdwp  qununuwund, wudbwp quugbph hpwywuwgnud W
hwdwlwpgswihu tnwpwwnbuwy fuwpnwhunyeniuubip:
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1988-hu Mnptipin Unphup untindtig wnwoht jwjtwdwyw| gwugwiht np-
np' Morris Worm-p, npp fuwthwubig ARPANET guiugh 10%-p:

Upntu 2000-wlywuubphg wnwye tlwu wnwuduwyh fungnp npwdwonp-
penieiniuubn: <wpbpubpp uubght wofuwwb] Ywqiwybpwyyws fudpbpny'
qwéwnph hwubiin Ynnnwwndwsd nyjjwiubpp ule ontuutipnud: Unwoht wu-
gqwd funuybig bwl Yhpbinwnbpwaqdubiph dwuht: bpwuh dhontywjhu gtituwn-
nhdnigh ntid 2010 pqwlwuhtu Yhpwnytig Stuxnet yhpnwp, npu h ehyu
wwwndwnwd w)j] Juwuubph' Jupwytig 200,000 hwdwlwpghs:

CwdwYwpghsubiph  wpgbjuthwynwp, pnwinwyniyejut  huwpwynp
gunwuuwgpnup b wwwgqwnunuwgpdwt  nhdwg  thphuguh  wwhwugh
(ransomware) hwpbipwjhu gpnhubiph uyhgpt wnwoht wugqwd npybkg 2017
pYwlywuhu WannaCry yhpnwh untinddwdp: Wn unyu pqulwuht wndjwiubph
funonp wpwnwhnup wnbinh niubgwy Equifax puytipnyeniunid, nph wprynwupnid
wytith pwu 140 Jdhihnu dwpnnt wuhwwnwlwt ndjwiutp hwuwubh nwpdwu
hwptiputipht: <wdwgwugnu swpniwwlwpwp £ hwjnuynid pwpdwgynn yh-
dwlwgpnie)niu Yhptingpnhubiph ytipwpbipjw:

Lpwwwpwlwjunptt hwuwubih wnbnGywwnyniyejwt hwjwpwagpdwu W
ytipinwniejwu inbfuuninghwubin  (Open Source Intelligence, OSINT, Social
media intelligence, SOCMINT) wnwy Glwu' hGwnwfuniquiwu ndjuijubp hw-
Jupwgntint hwdwp wwpptin uyqpuwnpyniputiphg, huswhuhp GU nunyw-
dhongutipp, hwdwgwugp, wudtwywu b Ywnwjwpwlwu gpwnndubpp W
dwutwghunwlwu hpwwwpwynwiubipp: Wn hpwwywpwynwubpu ogunwgnnd-
gnwd Gu wwppbp uywwnwyubpng, win pYnud’ wqguiht wudunwugniejw,
hpwywwwh dwpdhuubph, gnpéwpwp hnwfunigngjuu W Yhptinwudunwu-
ghypjwl ujwwnwnnwdubpny: <wpbipubpp Lu qbipd sduwghtu tdwu hbGwnwtunt-
gniejnutl ogunwgnndtip wuhwwubphtu nt Yuqdwybpwnuenwubphtu phpw-
fuwynpbnt hwdwp:

SYjwubph hwjwpwgpdwtu updwd nbhuuninghwubphu Ywpbih £ dwun-
pwuw| htwnlyw| hnnwubpny'™-2):

Yhptingpnhubiph wpniuwlywlwu yhdwywagpnyeniup dhowqgquihtu hwu-
nnuejwip unhwbg nipg Ybpwpbindty npwtg’ npwbu ppiwlwl hwugwgnp-
onypniuubiph unpwdl U unpwné npubnpnuiutiph W npwtiu dornwwtiu hwyw-

“ 1 https://www.sans.org/blog/what-is-open-source-intelligence,
2 https://brand24.com/blog/what-is-social-media-intelligence
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Uwlwu phpwnwpdnyeyniuubph: Npwbu nuuwjwpwlwu gnpdwnnyp' ubip-
dndyig wjubu Ynsjwd «hwdwlwpgswiht  hbnwpuunigjwu»  (computer
forensics) qunwthwpp, nph twywwwlu £ Yhpbnhwugwgnpdnieiniuubph pw-
gwhwyndwu nbwpnid (npu h nby' ng dhown £ inbinh niubunwd) npwup ybpwds-
uwybpwb] npwtiu pwnwpwghwywu W ppwlwu optiuugppny uwhdwuywd
hwugwgnpdnieyniuubp’ Juwuph swihh quwhwwndwu U hwdwwwnwufuwu
wwwndwswihh uwhdwudwu htwpwynpnipjwudp:

LY. 5. <wdwlwpgswihu hGunnwpuunye)niu:

Stintlwwdwlwu hpwgby hwupnyeyntuu wydd wybh |ponptiu £ Ytipw-
ptipynud Yhptinhwugwgnpénieiniuutipht, pwuh np npwup Ywpnn Gu phpw-
fuwynpb) jnipwpwtgnip wuhwwnh, ny wnhpwwbunnd £ hwdwgwughtu dhwg-
Jnn wuhwunwlwu hwdwlwpgsh Ywd fubjugh uwppbph' wnwug wwphpwjht
uwhdwlwhwydwu:

Yhptingpnhutiph Ybpwpbipjw| ntinGlwgywdnieintup dtiq oqunud £ dw-
uwski| W huwpwynphtuu Ywuluwpgbib) npwup: Shywihtu Junwugubiphg Gu'

{1 dwwynp ubthwywuniejwu Ynpnunp,

1 wuhwwnwlwu b gnpdwpwp nyjuiubph wpwnwhnupp,

1 hwdwlwpgswihtu b gwugwjhu yhpnwubiph ubippwithwugnp,

1 Juwuwpbp dpwgpbiph ubppbnunwdp’ wuggnniejwdp Ywd wunbinw-

Ynypjwu htnlwupnd,

1 hwptipubph  «wywuhy» gpnhubipp, Gpp  gpnhnnp  wWwpquwbu
qunuuwund § hwnnpnwygnigniup' wnwug dhowdwnbint npw pu-
egph,

T hwpbtipubph «wywnhy» gpnhubipp, nph nbiwpnw gpnhnnp ny dhwju
gunuuwunw £ hwnnpnuygnyeyniup, wjlk yuwuwpbp gnpénnnt-
pIntuubipnny dhowdwnnid £ npw pupwgpht,
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1 EYunpnuwghu Ytnd twdwlywgnpnienituubpp, npnup nwpwdynwd Gu
hwdwgwugnd' thnpdbny dninpbigul wpdwqwupnnubpht b ninnnp-
nti| upwg Yuwuwpbip Yuypbin,

1 EYunpnuwihtu hwugbubiph bdwuwynuip, Gpp hpwlwu hwugbubipnid
npn2 thgtp thnfuwphtuynwd GU wpwwpnwn hpwphg wutwt wnwp-
ptipynn uhotpny, npp, npwtiu Ywunu, yppwynd £ oguwgnpdnnutiph
nwnpnye)nituhg,

f  uhgptip Ywd hnnudubip, npnug pupbipgtijhu Ywd htwnlbihu huptw)-
fuwwnnpbu mbnunpynid Gu Juwuwpbp dpwantp,

1 enyp U htoinnyejwdp Ynwhbih qunuuwpwnbph gniwyndp b gwhw-
gnpdnudp,

1 hwpbtpubph Ynndhg pYwiht hwdwwpgbph hwuwubhnigjwu pny|
dbfuwuhquubiph opowugnudp,

1 ogquuwgnpénnubiph unyuwywuwgdwu W hupuniejwtu hwunwwndwu
eny| ubfuwuhquubipp Ywd npwug pwgwlwnipntup,

f  hhu U jungtifh dpwgpwlwqdh ogunwgnpdnuip, npp Ywpnn t hwpkip-
utiph Ynndhg utippwithwugdwu huwpwynpniejniu nwnuw,

1 sunnigwd wpuwphtu Yphsubiph ogqunwgnpdnuwip, nph hGwnlwupny
quwuwpbip dpwagnpbp Ywpnn Gu ubppwthwugb| mbnbGlwwndwlwu hw-
dwlwng,

1 npwdwlwlu nbunipuubph futwpdwt bwywwwyny hwupwhtu wujwn
gwugtiphg Gpywp dwdwuwyny ogunybipn b wyn pupwgpnd  hwptip-
utiph Ynndhg phpwiuwdnpdtip b wy:

Uhpbingpnhubiph JbGé Jwuhg Ywpblh £ hwonnnipudp  wwounwwuyb)
npulnpbiny swihwquug wywpg, dhuunyu dwdwuwy wpryniwwybicn  Jwppw-
ghd, npu wudwunwd U «Yphpbinhpghbuw»' tdwt wjwunwlwu dwpnyujhu
hhghtuwyh, npu wpntu huly wpdwwnwynpdb £ dbp ghnwygniejwu dby:

Yhptinhhghbuwu hnynud '

1 oguwgnpdt) quyh b nwnw-pywiht-Ywnmwnpwywu wypnipbup
hhdwu Ypw Ywnnigwsd tplup qunuuwpwnbp b Gpptip npwup
sthnfuwtghi| ng nph U ng dh wwwnpduynd,

1 shbwnlb) Ywulywsdth hnnwubippt,

1 spuptipgti] wuhwyn wudwughg unwgywsd EEYwnpnuwihtu bwdwy-
utiph wnnhp thgpbpp,
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1 gnpdwdt| pwgwnwwbiu wpnnujwd dpwgnpwlwqd,

1 wwpptpwpwnp wwhnwwwynpb| (Wwwébkub)) hwdwlwnpgsh wyw-
nnwynieyniup wpwnwpht ElGhunpnuwhu Ynhsubiph pw® wwinppb-
pwpwnp hwdngybiny npwug gnpdniuwyniejwu dby,

f  wngwug hwppwlyutiphg W dwnwjnyeniutbinhg ogunybint wywn-
nht thwyb| win hwppwyutipp W dwnwjniejnwuttipp,

! hwupwhtu wuwp gwugbiphg ogqwuyt| dwypwhtin wuhpwdtionnt-
pjwu nbwpnud b wuhpwdtiogn dwdwuwyny:

Yphpbinwuywnwugnyejwu fuunhpp twb wnbntwunjwlywt hwdwywpgb-
pnwd ndyuubiph qununupnyewt wwwhnydwu defuwuhqdubph ubpnunwu £
gniqulygtiny npwup  wyjwubph ubugquihnfunwiubph Ywuluwpgbdwu L
nyuiutph wdpnnowwuniegjwt Ybpwhulydwt wnbfuuninghwubiph htin: Uw
hp hGpphu wwwhnynw £ wnjjuwutph donwwbu hwuwubijhnieniup ophuw-
Ywu oguwgnpdnnubiph Ynndhg' dplunyt dwdwuwly wwwhndbing ogquw-
gnhpdnnubiph gnpénnnipniuutiph hwoybwnniwynyeyntup wyn. gnpdnnniejniu-
ubiph pupwgph (nquynpdwtu dhongny, npny Ywutuynid £ Yuwwnwpgwsd gnpdn-
nnyentuutiphg hbinwqw hpwdwpnuwp:

Wuwhuny, Yhptinwuywmwugnyeniup hwdpunhwunip wgqgwiht wuynwu-
ghypjwl pwnwnphs £ Mwuwpwéd Yuqdwybpydwtu ywpwgwnd wjt www-
hnynu £ wudtwlwu b whwmwlywu Yupunpnygjwt ndjwiubph, dnwynp ub-
thwjwuniypyjwu b Yphnpjuwhwu Gupwlwnnigjudpubiph wnbintlwwnjwlwu
wwunwwunyeniup, oqunul £ Ywufubi $huwtuwywu Ytndhpubipp, ngjuiut-
ph swpwnnujwd hwuwubhnyeniup, pwgwhwjnndp, 2whwgnpdnwp  Ywd
ubuquihnfunuip:
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QLMK 2 Yhpknnhulybp b Yhptnuywnuwihph yEYwnnpubp

h"us Gu Yppbinnhulybipp: Ypptinnhuytpp hwdwywpghsubph, pYwht uwp-
ptiph U hwdwgwugh ogwwagnnpénwihg pfunn hwjwuwlwu Ywnwuqubp Gu,
npnup Yupnn U hwugbigub|’

1 $huwtuwlywu Juwuh,

1 wuduwlwu wyjwutiph Ynpuwnh,

1 hwdwywpgbipht swpunnujwd hwuwubijhnyejw,

1 adbnuwpyniejwu Juplwuh2h Ynpuinh b wyu:

Uhpbnnhuybpp dbp wnopjw Ywuph Jwut Gu Yugdnud® wwydwuwynp-
qwsd dbtp Ynndhg ElYunpnuwght thnuwnp, wngwug quniwdubiph, unghwjwywu
guwugtiph U wy| wngwug hwppwlubph oguwgnpddwdp, nwwnh' Yhptinnhuyb-
ph puywndu ni dwuwshwp  wyn hwppwlyubpnw ywonwwudwd duwnt
dphwy gpwywlywuu E:

hus £ Yhpbinuwwnuwihpp: Yhpinuwwnuwihpp pYwiht  hwdwywpgh,
nbnbGlwwndwlwu guugh Ywd pywjhtu wndjwiutiph nbd hwpbipwihu gpnhubiph
U rmwpwwnbuwly Juwuwpbp gnpdnnnieiniuutiph hpwlwuwgdwu htwpwyn-
pnuentbt £: Uw sh bpwuwynwd, np Yhptingpnhtu hpwlwunwd nbinh £ niubgt),
wj| wju, np Yw npw nbinh niubuwint huwpwynpnigynit Yud hwjwuwlwunt-
pIntu W npnawyh nhul:

h"us & Yppinuwwnuwihph ahuinpp: Yppbinuwwnuwihph yehuinpp wju
ninhu Ywd dbennu k£, npu oguwgnpdnud | Yhpbingpnhnnp' pwiht hwdw-
Ywnpght Ywd gwught swpwnnujwdé hwuwubihnyegniu dtinp pliptiint hwdwip,
huswbu ophuwl' wwu nninp Ywd wwwnthwup, nph dhongny swpwgnpdp
Ywpnn E ubippwihwugt) Ynnnwnunh bywwnwyny:

Uuhwwnwlwu hwdwlwnpghsubph b hwdwlwnpgswiht guwugbph nbd Y-
pbnuwywnuwihpubiph wdbtwwnwpwdwsd yehunnpubiphg tu'

Juwuwpbp épwgptpph (malware) wmbnwnpniudp, nph htinnbwupny nb-
nh £ niubunud’

T Jhpnwubiph ubppwthwugnd,

1 wnbntywwdwlywu hwdwlwngh gnpdniubiniejwu wpgbijwthwynid,

f ytnd [(npbiph, hwnnpnwgpneniuutph U funbwwh  wwpwdnid

(scareware),
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1 pnbunn  Spwgpbph  wbnwnpnd®  oguwunwuubiph, wugwpwnbiph,
gunwuwpwnbinph, Jwupywiht  hwoybhwdwpubph W wyu Ynpgbne
Uwwwnwyny (spyware),

! hwdwlwngsh owbtipwghnu hwdwywpgh Ywd w) wynhyubiph hwuw-
ubjhnigjwt dbinp ptipnuwd wndhuhuwnpwnnph dwlywpnwyny (rootkit),

T huptwpbpwpwp JGpwpunwnpynn Juwuwptip Ynnbiph - huptwfuwn
nwpwdénud inbntyuundwywu hwdwlwnpgnid (warms) W wyju:

Unghwjwlwu hudtubphw: Uju gpnhubipp hdnnptiu dowyywd inbfutnin-

ghwubp Gu' hhdudwsé Jwpnywhtu puwynpnigjwt swhwgnpddwu Ypw' npnb-
(ny dwpnywug Ywwnwpb) gnpdnnniejniuttin, npnup upwth ghunwlygnyejwu
wwpwgwynd upwug Ynndhg bippbp skhu Yuwwnwpyh: Ophuwlubphg GU* wus-
twlwu, dtnuwpywunhpwywt Yud wyhnwlwu qunuup nbnGyunyniyejwt
wnpwdwnpnudp, wuqgnnypjwt Jud thnyplnunnyejut htnbwupny Juwuw-
ptip dpwgptiph wbnwnpnwip, unwgywsd Ytnd hwnnpnwgpniejwu hpwwnw-
wnejwu punyeny wwjdwuwynpqwd' dEnuwpyniygjwu npwdwlywu dhongub-
nhg  ¢infjuwugdwt  wufunhbd  Yuwwwpnwt - wnwug  YbGpwnwuh  hbwn
funphpnwygbine b wyju: Unghwjwywu hudbubiphwh npuunpnuubiphg Gu'

1 $h2hugp (phishing), nph twywwwyp Ytind EYunpnuwht bwdwyubp
Ywd hwnnpnwagpneniuutip nipupybne dwuwwwphny unwgnnh hn-
gbpwunyejwu Jpw wagnbju £ mwywynpnuginiu pnnubing, np ophuw-
Ywu ninwpynnhg tu: “Hwup unynpwpwp npnnud Gu gnhpu wygbibg
hug-np hndwdp Yud pupbipgti hug-np wnnhp uhgp, nph htinbwupny
huwpwynp £ nwnund gnhpu ninnnpnb; Juwuwpbp hwppwy Yuwd
Yujp b hwplwynp wdjwiutbin Ynpqby tpwuhg' ophtwlwt pywgnn
hwpgbiph Nt Wwwwufuwutbph wnwownpdwu dhongny: Unnple pbp-
qwé ulwpnud wwwybpwsé £ oguwgnpdnnh Eypwuhtu hwjnuwsd
hwnnpnwgpnyejwu  ophtwl' wugwpwnh wuhwwwn Ginthnfudwu
hpwunww wwhwugny:
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LY. 6. Shohugh npulinpdwu ophtuwly:

PnipYnninipjwu htlnbwupny npw wpdwgqwupdwu hbinbwupp (hub-
(Nt & hwpbph Ynnihg wugwpwnh Ynnnwninp b hwdwwywwnwufuwu
wngwug dwnwjnizjwt wdpnnowlwu Yybpwhulydwu huwpwynpnieynt-
up' hbunwgqw dhowdwnieiniuubph hpwywuwgdwdp: Oguwgnpdnnh
wunwihg Ywpnn Bu ninupldb; hwnnpnwgpnyggniiubp’ ubuqudhn b
wugqwd Jwplwpbyhs pnjuunwyniyejwdp, npnug hbippndp ophtuw-
YJwu oginwagnpdnnh hwdwp Yhuph wuhtwp:

rhpwluwghu $hohugp (spear phishing), npu ninnnpnynud £ wnwué-
uwyh hGwnwppppnieintt wnwowgunn wudwug nbd: Wnwhuh wu-
dhup unynpwpwp pwgwhwjnynd Bu  unghwjwywu guugbpnd'
hptug wnhpwwbtitndwt nwy gunuynn wpdtipwynp nbintynieynwuutiph,
niubigqwdp U gpwyhs wy hwinuwuhoubph h gnyg npdwdp’ wnwywg-
ubiny wyng swpwdhwn htitnwppppnyejniup:

«oyyphwunuwjhtu Ykinbph $hohugp» (whale phishing), npp phpw-
fuwihtu $hohugh wnbuwy £ W ninnnpnynud £ pupdpwunhéwu wywawnn-
Uywubtiph nbkd, pwuh np Yybpohutubipu wnwyt| wnbntlugywsd tu inbink-
Ywuwnjwywu hwdwywpgh Yuwnnigywdéphg U dwpnwpwwbinnyent-
Uhg, nwuwnh b wytih Ywpunp phpwju Gu hwptiputph hwdwp:
gnpéwpwp EGYunpnuwghtu hnunh JupYwpblnudp (business email
compromise, BEC), nph nbwpnud Ypptiphwugwgnpdp hpwwnww tw-
dwlwagpniejwdp ubipyuywunwd £ npwbtiu ybpwnwu,  dwnwywpwn,
qnpdpuytp Ywd unyupul Bpyph (wuqud nplk wy) Bpyph) pupdpwu-
nhdwl wwonnujw' wybh wgnbghy nwywynpnieniu nnutine b gn-
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hhu dninpnyejwt dbg ggbint hwdwn' huwpwynpnigniu sinwny Ybip-
shuhu upwihnpbit ghnwlgh Ywnwnybijhp wpwpp:

LY. 7. EltYunpnuwht thnuinp qupluwpbldwt dwuwwwphny gnidwph onpenid:

Ownwjnipjw dtpddwtu gpnhubpp (denial-of-service, DoS), npnup hb-
ntinnw tu inbntlwwjwlwu hwdwywpgbiph utipdbputipp dGdwpwuwy ytind
hwpgnuwiutipny' gqpybny ubpytipubiphtu ophuwlwtu hwpgnwubipht wpdwaguu-
pbint huwpwynpnieyniupg’ unyuny ujwgbigubiny hwdwywpgh Yuwnwpnnw-
Ywuh niuwynygyniup: Swnwynpjwu depddwu gpnhp Yupnn & |hubp W pup-
Uwuwwwwy, U npwbu npuk hwonpnnn gpnhp twluwwwwnpwuwnnud:  Uyu
gnnhh wwpwwnbuwy £ twb pwotuwsd Swnwjnyejwu dbpddwu gpnhp
(distributed denial-of-service, DDoS): DoS U DDoS gpnhutiph dhol. tnwppbipnt-
pINtuu wyu L, np DoS gpnhubipp dayuwpyynd tu dGy gpnhnnh Ynndhg, huy
DDoS gpnhubipp’ wjuwbiu Ynswd' «pninubitnp»' hwpbiph Jtpwhuynnniejwu
wwy qutynn b Yuwuwptip dSpwgntipny upwlyyws pyuwiht uwppbiph guugh
ognwagnpddwdp:

Cwybhwdwph  JuwpYwptYynudp, nph nbwpnwd hwpbpubipp hwuwub-
(hneyniu Bu unwund Bu ophtwywu hwoybhwdwpubpht' hnlyw| npubn-
pnwiubpny

{1 hwoybhwdwph dninpwiht ndyuiutph Ynnnwnun phohtuquihu gpnh-

utinh dhgngnd,

1 wjuwbu Ynswd' «dnie gwugbphg» (dark net) Jéwph nhdwg phpw-

fuwjht wudwug qununuwpwnbiph &tinp pbpnid,

1 qunuuwpwnbph hwwnwpynwd' npwug pninp mwppbpwyubph thnp-

dwpydwu dpwgpbph ogunwgnpddwdp, huswhupp GU' «Hashcat:»-p,
«John the Ripper»-p, Yud' wy:
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Uwpnp' wpwipnd gpnhubpp (Man-in-the-Middle), npnug wujwunid
Gu bwl qunuuwudwu gpnh: Uu nbwpnd hwpbipp qunuuph Yepwny
ubpnpynud £ hwnnpnwygynn Ynndbpph dhol b ytipwhuynnnygju inwy ytipg-
ubind hwnnpnwygnieniup’ puebipgnud Ywd unyupuly ubuquithnfund b wyy;
Cwpbipp Ywpnn £ thnthnfub) pp IP hwugbit ogunwgnpdnnh IP hwugbh udw-
uwyny b hwnnpnuygyt| phpwfuwihtu utipybph htwn npwbu ophtiwywu hw-
dwfunpn: Wuwhuh gpnhubpp jwjunptu ppwlwuwgynud Gu - hwnwwbu
swwonwwudwsd hwupwihu wifi gwugbpnud® oquwgnpdtiiny wyn. wnphpnyenid
oglnwagnpdnnutiph gunuybint dwdwuwyp:

Qpnhubp dwunwwpwpdw npwjh nkd, npnug nbiwpnw hwpbpubpp
ubippwthwugnd Bu wnbnbluwundwywu hwdwlywpg' phpwfuwynpbing dpw-
ghwht wwywhnydwt dwunwlwpwpubpht Ywd  dwnwjniejnuubip dwunnt-
gnnubiphtu: Lwuh np dwwnwlwpwpubpp npnawyphnpbu juwywsd tu hpbiug
hwéwfunpnutiph wnbntywwnyjwywu guugtiph htin, hwpbiputpp Ywpnn Gu og-
nwgnpdti| wjn gwugbpp dhwdwdwuwy dtyhg wybih phpwiububtph hwuwub-
(hniejwu hwdwn:

Uwjpbtph dhol uyppwynwynpnidp (Cross-site scripting, XSS), nph nbw-
pnud hwpbipp Juwuwywp Ynn £ ubpdnidnud ophtwywt ybip Yuypkotinh Yud
ybp dpwagph dbg: Upryniupnud, Yuwjp Ywd hwybywsd wygbibint nbwpnud og-
tnwagnnpdnnh Ybip quuwnpysnd hupuwtuwinnptu dpwgpwihu Ynn £ gnpdwny-
gnd' huwpwynpnigyniu uinbindtin Ynnnwunb| qununup wnbntywwnynieniu
Ywd ninnnpnbip oginwgnpdnnht yuwuwpbip Yuypbip:

SQL ubpwpynudp, nph nbwpnud 2whwgnpdynid | Yunnigywédpwynpywsd
hwpgnuwiubiph (Ggniu (SQL)' Yuyph Ywd hwybJwdh ubpphtu wdjwjubph hbu-
pbip uttuquidhn hpwdwul il
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